Abstract. Weil restriction of scalars can be used to construct curves suitable for cryptography whose Jacobian has known group order. The description given by Hess, Seroussi and Smart shows how to construct hyperelliptic curves of genus two or three over nite elds of characteristic two. One drawback of their method is discussed, namely that only a small proportion of the set of all curves can be constructed in this way. We also indicate that the method cannot be generalised to overcome this drawback.
Introduction
Jacobians of hyperelliptic curves (and also some more general higher genus curves) have been proposed for use in public key cryptography. However, an impediment to their use has been the problem of computing the number of points on the Jacobian variety of a curve. The currently available methods for nding a curve of genus 2 g 4 over a nite eld whose Jacobian has known order are:
Using sub eld curves (i.e., curves C de ned over a small eld F q but considering their Jacobian as a group over some larger extension eld F q l ).
Using curves with known endomorphism structure.
Choosing curves at random and counting points using baby-step-giant-step, Pollard or Schoof style methods.
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Using modular curves.
Constructive Weil descent. The rst method was initially described by Koblitz 12] and has since been used in several other papers. As a means of computing the number of points on a Jacobian it is very e ective.
The second method appears in several forms. The most advanced is the method of Spallek 14] (also see Weng 17] ) which is an analogue of the CM method for elliptic curves. This method has only been developed over elds of odd characteristic. Nevertheless, it has been used to generate curves suitable for cryptography. There are many other papers which give methods for counting points on certain curves which have a special endomorphism structure.
The main drawback of both of these methods is that the curves have special properties and are thus treated with some suspicion by the community. Admittedly the only known weakness of these curves is that their automorphism structures allow the use of equivalence classes to speed up the Pollard methods (see 2]).
The third method would allow the choice of truly random curves. In the elliptic curve case there are e cient methods for counting points and so this is the method which is used in most applications. Unfortunately, despite the best e orts of Gaudry and Harley 8] , this method is not practical when the genus is two or more.
Modular curves have a lot of structure which can be used to help count their points (see 4]). The algorithms for computing the coe cients of weight two modular forms have exponential complexity in terms of q so, in the case of genus less than or equal to four, modularity alone is not enough for e cient point counting.
Gaudry (see Section 6.2 of 10]) has used the real multiplication structure of modular curves to accelerate point counting. Nevertheless, modular curves are special and so these methods cannot be used to produce random curves.
The fth method, that of constructive Weil descent, seems to be an excellent solution to the problem. The seeds for this idea were sown by Frey 3] . The paper of Hess, Seroussi and Smart 11] gives a construction for genus two and three curves over elds of characteristic two and this is the only known method for generating curves over such elds (i.e., not sub eld curves) with known group order. Furthermore, constructive Weil descent can produce O(q g=2 ) curves of genus g 2 f2; 3g whereas the CM and sub eld curve methods produce what is, in practice, essentially a constant number of curves.
Unfortunately, the curves which arise from constructive Weil descent do have special properties and are not`random hyperelliptic curves' in the most general sense. The goal of this paper to give evidence that only a small proportion of all isogeny classes of Jacobians of hyperelliptic curves can be constructed using Weil descent.
Furthermore, we hope to convince the reader that any generalisation of constructive Weil descent to produce curves of any form (i.e., not necessarily hyperelliptic) will also only produce a small proportion of the available isogeny classes of curves. Indeed, our results suggest that most isogeny classes of Jacobians of curves do not arise as a sub-abelian-variety of the Weil restriction of an elliptic curve.
In conclusion, though constructive Weil descent is an interesting new technique, it cannot provide a general solution to the problem of constructing curves of genus g 2 suitable for cryptography.
2. Summary of constructive Weil descent Frey 3] was the rst to observe that Weil restriction of scalars could be used as a tool to nd curves whose Jacobian has known order (for details about Weil descent see 3], 4], 5], 9]). From a practical point of view the decisive step is the paper of Hess, Seroussi and Smart 11], which we now outline.
In 11] the goal is to nd a hyperelliptic curve C over a nite eld F q of genus g 2 f2; 3g where q = 2 l . The method proceeds as follows:
Choose non-supersingular elliptic curves E over F q g at random (though there are some restrictions on E in the case of g = 3) and count their points (using the Schoof-Elkies-Atkin algorithm or Satoh's algorithm) until one is found such that the number of points on E is a product of a small number and a large prime.
Construct a curve C of genus g on the Weil restriction of scalars A of E with respect to the extension F q g =F q using the method of Gaudry, Hess and Smart 9]. One then knows the order of Jac(C)(F q ) as it will be the same as the number of points on E(F q g ).
The main drawback of this method is that the Jacobians produced are isogenous to the Weil restriction of the elliptic curve E. In other words, they are essentially a di erent way of writing down the elliptic curve group E(F q g ) and their security is no more than the security of the original elliptic curve discrete logarithm problem.
The curves produced by constructive Weil descent
We now give several reasons why constructive Weil descent as above produces curves which are very special compared with a general hyperelliptic curve. These ideas are well known to researchers in algebraic geometry, but we feel it is worth explaining them to the wider cryptographic community. First consider the number of isomorphism classes of curves produced by this method. We get only one isomorphism class of curves C from each isomorphism class of elliptic curves E, since the function eld of C is determined up to isomorphism. The moduli space of hyperelliptic curves of genus g has dimension 2g?1. It is di cult to derive precise estimates about the number of points on a space solely by considering its dimension. We estimate the number of hyperelliptic curves of genus g over a eld F q to be (q 2g?1
). There are roughly 2q n isomorphism classes of elliptic curves over F q n . We therefore conclude that the proportion of isomorphism classes of genus two curves which can arise from constructive Weil descent is at most c=q for some constant c. For genus three curves we expect that at most c 0 =q 2 of all genus three curves can arise in this way for some constant c 0 .
The di culty of the discrete logarithm problem seems to be more closely related to the isogeny class than the isomorphism class, therefore it makes more sense to estimate the proportion of isogeny classes which can be produced by constructive Weil descent. We study these questions via the characteristic polynomial of Frobenius. Let A be an abelian variety of dimension g over a nite eld F q . Associated to A is the characteristic polynomial P A (T ) of the Frobenius endomorphism. Tate's isogeny theorem 15] implies that two abelian varieties A and B over a nite eld F q are isogenous over F q if and only if the polynomials P A (T ) and P B (T ) are equal.
Our rst step is to understand the abelian varieties which arise from taking Weil restriction of scalars.
Proposition 3.1. Let A=F q n be an abelian variety with characteristic polynomial of Frobenius equal to P A (T ). Let B=F q be the Weil restriction of A with respect to the extension F q n =F q . Then P B (T ) = P A (T n ).
Proof. The Frobenius endomorphism on A is just the nth power of the Frobenius endomorphism on B.
u t
We observe the following easy corollary to the above result. are isomorphic. We return to the curves produced by the method of 11]. The original elliptic curve E over F q g has P E (T ) = T 2 + aT + q n (with jaj < 2 p q g ) and so, by Proposition 3.1, the abelian variety A has char poly P A (T ) = T 2g + aT g + q g . If E is non-supersingular then a is coprime to q and so A is also non-supersingular (see 7] ). In the construction of 11] we have Jac(C) isogenous to A and so it has the same polynomial P(T). This proves the following result. ) isogeny classes of abelian varieties of dimension three over F q .
For cryptography, groups whose order has a very large prime factor are the most important. Thus the abelian varieties we consider in this paper are simple, or in other words, the characteristic polynomial of Frobenius is irreducible. Of course, a simple abelian variety does not necessarily have an`almost prime' order. In the analysis below we pay attention to simplicity but disregard the issue of whether the order has a large prime factor. R uck 13] has shown, for abelian varieties of dimension two over prime elds F p , that`most' are simple and that`most' are isogenous over F p to the Jacobian of a hyperelliptic curve C=F p . We expect that similar results hold for more general nite elds F q , but a proof of this is beyond the scope of the present work. Therefore we expect O(q 3=2 ) isogeny classes of simple Jacobians of genus two curves over F q . On the other hand, the constructive Weil descent method can only produce O(q) such curves. This is an exponentially small proportion of all isogeny classes.
The majority of abelian varieties of dimension three are simple. In the case of dimension three we also expect that most abelian varieties over F q are isogenous over F q to the Jacobian of a curve. Hence we expect O(q 3 ) isogeny classes of Jacobians of genus three curves over F q . However, a genus three curve can be a plane quartic or a hyperelliptic curve. It is not clear what is the proportion of isogeny classes of hyperelliptic genus three curves. In any case, constructive Weil descent only produces O(q 3=2 ) isogeny classes of hyperelliptic curves, and we expect this to be an exponentially small proportion of all isogeny classes of hyperelliptic curves.
Experimental evidence
We now give some data for small elds 
The most important columns for the present discussion are N 3 (q) and N 4 (q), since the method of 11] produces curves which satisfy the conditions imposed in the de nition of N 3 (q). It is seen that N 3 (q) is growing signi cantly faster than N 4 (q). This suggests that constructive Weil descent only produces a small proportion of the possible isogeny classes of curves.
Here is the analogous data for hyperelliptic genus three curves over F 2 n . In this case N 1 (q) is the number of isogeny classes of Jacobians of hyperelliptic genus three curves over F q and the other N i (q) are de ned analogously.
q N 1 (q) N 2 (q) N 3 (q) N 4 (q)
In conclusion we see that a rather small proportion of isogeny classes of simple non-supersingular Jacobians of hyperelliptic curves with one point at in nity of genus two or three arise as the Weil restriction of an elliptic curve.
Generalising the construction of Hess, Seroussi and Smart
The natural strategy to overcome the problem mentioned above is the following:
Rather than constructing the Weil restriction A of an elliptic curve and asking for it to be isogenous to the Jacobian of a curve C, we could ask for Jac(C) to be a sub-abelian-variety of A.
It is conceivable that the construction of 11] could be modi ed to give such a method. One key modi cation would be to search for elliptic curves E=F q n such that the characteristic polynomial of Frobenius of the Weil restriction has a factor corresponding to a g-dimensional sub-abelian-variety which has suitable order. It is then plausible that methods related to those of 9] would allow the construction of a genus g curve whose Jacobian is isogenous to that factor. One might hope that this strategy would give a much larger class of suitable curves.
For example, over F 2 we nd four new isogeny classes of two-dimensional abelian varieties. These classes correspond to the degree four factors in the following factorisations: We now give a small table of results for genus 2 curves over F 2 n . Here, as before N 4 (q) is the number of non-supersingular, simple Jacobians of curves of genus two over F q which can be constructed from Weil descent of an elliptic curve with respect to F q 2 =F q . The quantity N 5 (q) is the number of isogeny classes of non-supersingular, simple abelian varieties of dimension two over F q which are isogenous to a factor of the Weil descent of an elliptic curve with respect to F q n =F q with n 6. We do not know if all such abelian varieties are isogenous to the Jacobian of a curve over F q . Experimental evidence suggests that taking n > 6 yields no new examples. This data indicates that we do not obtain a signi cant number of new isogeny classes from this generalised approach. This phenomenon is also observed in the genus three case. If the generalised construction is used to produce curves which are not hyperelliptic (for instance, superelliptic curves 6] or more general curves) then it will still be true that only a small proportion of the available isogeny classes of curves will appear.
The curves produced by the generalised method
In this section we prove some results about the genus two curves which would arise from the generalised method outlined in Section 5. All results in this section apply only to the case of characteristic two and genus two. The main result is that the genus two curves which would be produced by the generalised method (and which would not have been produced from the original method of 11]) do not have an equation with a single point at in nity. The set C(F q ) therefore consists of the F q -points at in nity, the F q -points xed by the involution, and the remaining F q -points which all occur in pairs. We now consider the possible equations for genus two curves over F 2 l . The cases where there is one point at in nity are when deg(h(x)) 2 and so we can have the four subcases: deg(h(x)) = 0, deg(h(x)) = 1, deg(h(x)) = 2 and h(x) splits into linear factors, deg(h(x)) = 2 and h(x) has no roots in F 2 l . The number of points on C over F q in the rst, third and fourth subcases is therefore odd, and so a 1 = q + 1 ? #C(F q ) is even. In the second subcase we have #C(F q ) even so we must consider #C(F q 2 ). Write x 0 for the root of h(x). Every x 1 2 F q nfx 0 g gives rise to two points (x 1 ; y 1 ); (x 1 ; y 1 + h(x 1 )) in C(F q 2 ). Furthermore, points (x 2 ; y 2 ) 2 C(F q 2 ) for which x 2 6 2 F q come in groups of four conjugates with (x 2 ; y 2 +h(x 2 )); (x 2 ; y 2 ); (x 2 ; y 2 +h(x 2 )). Thus #C(F q 2 ) = 1+1+2(q?1)+4m 0 (mod 4) and so a 2 = The case with two points at in nity occurs only when deg(h(x)) = 3. The equation is F q -isomorphic to one with a single point at in nity if and only if h(x) has a root in F q . Thus, assume that h(x) has no roots in the ground eld. In this situation there can be zero or two F q -points at in nity and always two F q 2 -points at in nity. Since the polynomial h(x) has no root in F q and has degree three it must in fact be irreducible over F q 2 . Once again we easily see that #C(F q ) 0 (mod 2) and so a 1 is odd. Now, we obtain two points of C(F q 2 ) for every element x 2 F q and we also obtain sets of 4 conjugate points for elements of x 2 F q 2 nF q .
It follows that #C(F q 2 ) 2 (mod 4) and that a 2 is odd.
u t
We observe the following trivial but interesting corollary of the above result. Corollary 6.2. Let q = 2 l and let C 1 and C 2 be hyperelliptic curves of genus 2 over F q . Suppose that C 1 has one point at in nity and that C 2 has two points at in nity and is not isomorphic over F q to a hyperelliptic model with one point at in nity. Then Jac(C 1 ) is not isogenous to Jac(C 2 ) over F q .
We note that these results are not true for genus three curves, for example have isogenous Jacobians but the rst has one point at in nity while the second is not isomorphic over F 2 to a curve with one point at in nity.
Suppose that C is a genus two curve whose Jacobian is a factor of the Weil restriction of some elliptic curve with characteristic polynomial of Frobenius equal to T 2 + aT + q n . We make the assumption that a is odd (i.e., that our process starts with an ordinary elliptic curve). There are at most 5 even values for a which can arise, and so this assumption only excludes a very small number of possible isogeny classes of dimension two abelian varieties. Proposition 6.3. Let q = 2 l and let C be a genus 2 curve over F q with characteristic polynomial P(T) as above such that P(T)Q(T) = T 2n +aT n +q n for some integer n 3. If a is odd then a 2 is odd and m is odd.
Proof. The n = 3 case is trivial so we assume n 4. With notation as above we nd that the coe cient of T n in the product P(T)Q(T) has Proof. The statements are easily proved by induction using the initial cases (3) and the recurrence formula (2) . For the third part we use the fact that x n x (mod 2) to simplify the expressions.
u t Proposition 6.5. Let q = 2 l and suppose C is a hyperelliptic curve of genus two whose Jacobian is a simple factor of the Weil restriction of an elliptic curve E over F q n where n > 2. Then one of the following two cases holds 1. A curve in the isogeny class of C would have already arisen from the Weil descent of an elliptic curve over the quadratic extension F q 2 . This case can arise when n is even. 2. C has two points at in nity. This case can arise when n 0; 2; 3 (mod 6).
Proof. Consider rst the case n 3 (mod 6) (i.e., m 1 (mod 6)). Proposition 6.3 implies that a 2 m 1 (mod 2) and part 3 of Lemma 6.4 implies that a 1 m (mod 2). Lemma 6.1 implies that such a curve has two points at in nity.
For the case n = 4 write P(T)(T The case 1 6 = 0 implies a 2 = 2 and so 2 1 = 2a 2 which implies that 1 and a 1 are even but this in turn implies that a 2 is even which is a contradiction.
The cases n 5 will be handled using general arguments. The basic approach is to consider the coe cient of the term T n+1 in P(T)Q(T), which must be zero. This term is congruent modulo 2 to a 2 m?1 + a 1 m . For the case n 5 (mod 6) (i.e., m 3 (mod 6)) we argue as follows: From Lemma 6.4 and the fact that m a 2 1 (mod 2) we have a 1 1 (mod 2) and m?1 0 (mod 2). But then a 2 m?1 +a 1 m 1 (mod 2) which is a contradiction. Hence when n 5 (mod 6) there can be no degree 4 factors of T 2n + aT n + q n . When m 5 (mod 6) (i.e., n 7 and n 1 (mod 6)) then the facts a 2 m 1 (mod 2) are incompatible with m a 1 +a 1 a 2 (mod 2) and so again this case cannot arise.
When m is even (m 4) we must consider the coe cient of T n+1 more closely. Using part 1 of Lemma 6.4 we see that this coe cient is a 1 (q 2 m?3 =a 1 +q m?2 + a 2 m?1 =a 1 + m + q m?1 =a 1 ) from which we see that either a 1 = 0 (and the curve would have arisen from a Weil descent over a quadratic extension) or else the second factor is zero. Now consider this factor modulo 2. Recalling that a 2 m 1 (mod 2) it turns out that m?1 =a 1 1 (mod 2) must be satis ed. In the case m 0 (mod 6) it follows that a 1 1 (mod 2) and so there are two points at in nity. In the case m 2 (mod 6) the condition m 1 (mod 2) implies a 1 0 (mod 2) but then m?1 =a 1 0 (mod 2) which is a contradiction. In the case m 4 (mod 6) it follows that a 1 1 (mod 2) and so the curve has two points at in nity. u t
The meaning of this result is that the only way to get something`new' results in a curve with 2 points at in nity. Experimental evidence suggests that all the new isogeny classes already appear using n 6 in the above construction.
Odd Characteristic
It would be very useful if one could perform constructive Weil descent in odd characteristic, such as to construct a genus 2 curve over a prime eld F p from the Weil descent of an elliptic curve over F p 2 .
Unfortunately, it seems to be rather di cult to achieve this in practice. Suppose E is an elliptic curve over F p n and that C is a curve of genus g on the Weil restriction of E. If g > n then one only knows that P E (T n )jP Jac(C) (T ) and this information alone is not enough to determine the number of points on Jac(C)(F p ). Even the knowledge that there is a large prime factor is useless in practice if one does not know the cofactor, since it is not possible to force a random element to have prime order. Thus we are forced to seek curves of genus g n. In odd characteristic this condition is not usually satis ed for curves on the Weil restriction. One case where this is possible has been given by Claus Diem: given an elliptic curve over F 3 m there is an explicitly given genus two curve C over F 3 m such that #Jac(C)(F 3 m ) = #E(F 3 3m )=#E(F 3 m ). Details of this construction are given in Section 3.2 of 4]. Of course, in odd characteristic the results of this article still apply: only a small proportion of the isogeny classes of curves can be constructed using this method.
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